computing
conference 2021

Authentication Mechanisms and Classification:
A Literature Survey

Presenter: lvaylo Chenchev



Purpose of This Research

Authentication Mechanisms
e Discover trends
* Analyze existing studies

* We aim to do as detailed classification as possible
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Selected Papers — Retrieve Criteria

Our search criteria among the publishers was the following:

RETRIEVE FILTER: 12 keywords / phrases

blockchain

authentication

QR-code

OTP

hash-chain

decentralized | decentralised

P2P networks

PKI

face recognition
password
augmented reality



Selected Papers — Retrieve Results
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Selected Papers — Results

1088 research papers

10.39% (113 research papers)
|IEEE Xplore - open member access

16.91% (184 research papers)
ScienceDirect (Elsevi

72.70% (791 research papers)
ACM Digital Library
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Selected Papers — Scan Criteria

The search criteria within the papers was the following:

SCAN FILTER: 17 keywords / phrases

authentication fingerprint pattern
blockchain MFA network
certificate P2P PIN
decentralised password PKI
decentralized identity management security

face IDM



Selected Papers — Scan Results

Number of occurrences In all retrieved papers: keyword / year

# Keyword <= 2010

1 blockchain 0
2password 10 246
3security 4710
4authentication 4 950
5network 1 537
6 PIN 1435
/face 1 592
8certificate 832
9decentralised | decentralized 23
10pattern 388
11fingerprint 151
12 PKI 387
13P2P 45
14MFA 2
151DM | identity management 61
Grand Total 26 359
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Selected Papers — Some Trends

Occurrences of few keywords per year - Trends
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Selected Papers — Classifications
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Authentication — Major Groups

* Applications for internal/external use

o Client-Server (Thin/Thick clients)

o Mobile device (mobile phone, tablet, smartwatch)
o Web-based
o Databases

 Websites

* |oT devices

* Servers

* Network devices
* Services



Authentication Techniques - Classification
__ Avthentication Technics |

- Password
- Certificate-based
- PIN
I-r Pattern
. - Fingerprint and Palmprint
- OTP (One-Time Password) ‘ -l P
: — »| Face recognition (2D, 3D, IR, NIR)
- Image Recognition * '
' : , * > Iris recognition
- Biometric \ “
. »| ECG (electrocardiographic) signals |
> Smart Card ~ erap & J
. = Voice
> HW/SW token ‘

I-—: Keystroke and touch dynamics

| Two-Factor Authentication (2FA) |

»| Multi-Factor Authentication (MFA)|

> Blockchain




Classification of Authenticators

v v

ID-based Knowledge-based Object-based
(“something you are”) (“something you know”) (“something you have”)




Authenticators — ID-based

ID-based

(“something you are”)

|

v

[ Physiological

\4
Behavioral ]
~—|- Single-modal ~—I-
—l- Multi-modal ~—--
~—|- Gait —I-
~—|- Trajectory —I--
~—l- Text, signature »—--
~—I- Keystrokes ~—|-
—
—
—
—
—

Single-modal

Multi-modal

Iris, periocular

Face

Voice

Ear shape

ECG signals

Brainwaves

Fingerprint

Palmprint/hand

Handwriting




Authenticators — Knowledge-based

Knowledge-based

(“something you know”)
— Password
— PIN

—| PIP (Personal Identification Pattern)

— Pattern

~—|-r OTP, SMS, TAN
*—l-r Questions, CAPTCHA
— Image

— Location (Geo-Location, GPS)




Authenticators — Object-

based

Object-based
h(“snmething you have")‘
— User device
~—|-r USB keys
_F' Digital certificates
_F' Blockchain
~—|-r Tokens

HW based, RFID, NFC

>

SW based (barcode, QR code, 1

AR code, file-based, etc.)




Classification of Authenticators — All Together

: ’ ;

ID-based Knowledge-based Object-based
(“something you are”) (“something you know”) (“something you have”)
v Y
Behavioral ] [ Physiological ] — Password —t User device
, , — PIN E— USB keys
— Single-modal — Single-modal . ) .
- Multi-modal o Multi-modal | —»| PIP (Personal Identification Pattern) — Digital certificates
@ [ " i
L Gait h Iris, periocular ) —»- Pattern — Blockchain
— Trajectory | Face 1 , , ,
, , - OTP, SMS, TAN — Tokens
— Text, signature — Voice L ) L
_— Kevstrokes - Ear sha | — Questions, CAPTCHA .
L y - pe ) | | _»  HW based, RFID, NFC
. ) ) .
g ECG signals —> Image SW based (barcode, QR code,
— _
' : AR code, file-based, etc.)
- Brain waves
. . > Location (Geo-Location, GPS)
— Fingerprint
—»|  Palmprint/hand
— Handwriting




Conclusion

Which is the right authentication method? - many factors are involved

Selection of authentication method depends on:
* the required/needed level of security
 the target user group(s)
« governmental and regulatory acts and standards
e company policies
* private or public access
* type of environment (dey, test, pre-prod, production)
 application complexity
* usage of cloud infrastructures
 age of the users
 different disabilities
e ...and many more
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Thank Youl!

Thank you very much for your attention



